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SUMMARY

Ensuring the safety of advanced maritime vessels is a challenging task. While technological developments provide new
options for their design and operation, the criteria for certification, such as class rules intended to ensure safety, may not
be flexible enough to accommodate rapid changes. Innovation may enable more efficient, greener, and smarter systems
but it may also introduce new hazards that are not addressed by current safety requirements. This paper proposes a method
aimed at developing requirement hierarchies that are generic for a family of systems (such as a class of ships) and that can
be adapted and specialised for a subset of the family or a particular system. Systems-theoretic process analysis (STPA) is
used to develop safety requirements that are structured in a way that ensures that they can easily be kept up to date to
accommodate new technological solutions and new alternatives for the design and operation of maritime vessels.

NOMENCLATURE

DP Dynamic Positioning

FMEA Failure Mode and Effect Analysis

GBS  Goal Based Standards

HIL Hardware in the Loop

IMCA International Maritime Contractors Association
IMO  International Maritime Organisation

MCR  Maximal Continuous Rating

SOLAS Safety of Life At Sea

STAMP Systems-Theoretic Accident Model and Processes
STPA  Systems-Theoretic Process Analysis

TLVC Top Level Vessel Controller

UCA  Unsafe control action

1. INTRODUCTION

Technological progress provides a growing range of
advanced and potentially greener solutions in the maritime
industry, such as hybrid power systems (Miyazaki et al.,
2016, Bg and Johansen, 2016, Segrensen et al., 2017) and
autonomous marine activities and ships (Reilly and
Jorgensen, 2016, Levander, 2016, Segrensen and
Ludvigsen, 2015, Utne and Schjelberg, 2014, Serensen et
al., 2017, Valdez-Banda et al., 2018, Montewka et al.,
2018). During recent decades, the maritime industry has
experienced rapid technological development. With new
market demands and new enabling technologies, vessels
with new purposes and new physical implementations
have emerged to achieve these purposes. In the 1960s, the
desire to enable offshore drilling at deeper waters resulted
in the need to position vessels over wells without anchor
lines. This resulted in the development of the first dynamic
positioning (DP) vessel (Brevik et al., 2015) i.e., a vessel
that was able to maintain its position and heading (i.e.
perform station keeping) solely by means of thrusters
(IMO, 1994). This, in turn, called for several new
technical solutions in terms of power generation, thrust
generation and position reference systems. Today, DP
vessels have evolved into highly advanced systems.
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Although a rapid pace of innovation may be of vital
importance for obtaining sustainable solutions for the
future (DNV-GL, 2014), the challenge of timely safety
verification before deployment of the new technology is a
challenge. International conventions and guidelines, such
as SOLAS (IMO, 1974) and “Guidelines for Vessels and
Units with Dynamic Positioning (DP) Systems” (IMO,
1994, IMO, 2017), play an important role in maritime
safety. Classification societies have traditionally supplied
an independent opinion on the quality and safety of
maritime vessels (Boisson, 1994). They now develop class
rules, such as DNV-GL’s rules for classification of ships
(see DNV-GL, 2018). The class rules consist of detailed
requirements for ensuring compliance with relevant
international conventions, standards and guidelines and
are used by the classification societies as criteria for the
certification of systems. For example, for DP systems,
verification of their compliance to the relevant chapters in
the class rules traditionally involves practical sea trials
(IMCA, 2011, Spouge, 2004), inspections, documentation
review (such as a Failure Mode and Effect Analysis
(FMEA) intended to document technical equipment
redundancy (IMCA, 2016, DNV, 2012, Spouge, 2004))
and, in some cases, hardware-in-the-loop (HIL) testing
(Section 2 in DNV-GL, 2018, Johansen and Serensen,
2009, Marine Cybernetics, 2013, Skjetne and Egeland,
2006, Skogdalen et al., 2011, Smogeli and Augustson,
2012). When novel systems are not covered by the current,
prescriptive regulation, new technology qualification
processes can be applied to evaluate the parts of a system
that are not covered by existing requirements (Hother and
Hebert, 2005, Sabetzadeh et al., 2011, Rahimi, 2013,
McGregor et al., 2012, Rahimi and Rausand, 2015).
Industry standards and guidelines also exist for such
processes (DNV, 2011, ABS, 2017a, ABS, 2017b). The
challenge for this approach is that it tends to lack a holistic
view on safety. Safety is not a property that is associated
with individual components, subsystems or system
disciplines and properties and reliability at a sub-system
level, need not imply safety at system level (Leveson,
1995). In addition to investigating the reliability of the
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new technology, the focus should be on how the new
technology integrates with the system and how this may
affect system-level behaviour.

In other industries, such as the Norwegian and UK
offshore oil and gas industry, a shift towards goal-based
regulation has taken place (McAndrews, 2011). Such an
approach, in contrast to prescriptive certification criteria
which, at best, only encodes the best practice at the time
the requirement is written (Bloomfield and Bishop, 2010),
can represent a dynamic and flexible approach to safety
verification. With such an approach, novel systems can be
analysed individually to derive criteria for certification
intended to ensure compliance with high-level goals, such
as safety. There are several methods and approaches for
doing this, such as safety cases and goal refinement
methods. Challenges, such as confirmation bias and the
“out of sight, out of mind” phenomenon may make
analysts less likely to detect safety hazards than would be
the case if they actually set out to uncover short-comings
with the system, rather than to collect evidence that it
meets performance goals (Leveson, 2011a). In systems
engineering, requirements are commonly derived by
means of goal refinement or goal-oriented requirements
engineering (Lamsweerde, 2001). Safety requirements,
however, cannot be derived successfully by means of
refining goals alone. Typically, properties, such as safety
and security are, in the requirements engineering
literature, vaguely referred to as a non-functional
addendum to the requirements (e.g. Lamsweerde, 2001).
Zave (1997) explicitly classifies the problem of converting
such vague goals into specific system properties and
behaviours as one of the research problems in the field of
requirements engineering.

In IMO’s Goal Based Standard (GBS) approach, (IMO
2011), goals are defined as high level objectives to be met
and functional requirements provide criteria for meetings
those goals. GBS requires that rules and regulations
containing detailed requirements for meeting the
functional requirements are derived. A specific process or
method for doing this is not prescribed. Nunez Sanchez
(2016) argued that there may be no need to develop rules
and regulations to ensure compliance with functional
requirements and goals but that risk analysis can be used
to show compliance with the functional requirements. The
approach proposed in Rokseth et al. (2018) develops
detailed verification objectives and scenarios as a
qualitative link between high level goals and acceptance
criteria at the level of physical implementation. The
method introduces flexibility and helps to uncover new
hazards related to new technology. To become
economically feasible in the maritime industry however,
methods to ensure safety may have to be developed that
are applicable to a larger number of systems (i.e. a family
of systems).

The objective of this paper is to present a robust way of

deriving, structuring and updating detailed safety
requirements. Instead of analysing individual systems to
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derive criteria for compliance with high-level goals,
detailed requirements are developed for families of
systems (such as classes of ships). Potentially hazardous
scenarios and safety requirements to avoid these are
derived by means of Systems-Theoretic Process Analysis
(STPA). The safety requirements and the scenarios are
structured in a requirement hierarchy where the scenarios
represent the rationale behind the safety requirements
branching out from them. The proposed method, as such,
can potentially be used as a tool in GBS to ensure and
show that goals and functional requirements are met by
those who need to meet the goals. More generally, the
proposed method can be used to ensure compliance with
any high-level safety goals.

The safety requirement hierarchies proposed in this paper
can evolve during technological evolution of systems.
Relevant previous experiences and new implications for
safety are captured when new technologies, such as
autonomous ships and hybrid power systems, emerge.
This is achieved by modelling and analysing systems
initially at a generic level and, then, by gradually refining
the models and analyses until they describe a specific
physical implementation. As noted in Leveson (2000),
models described at high levels of abstraction are related
to a specific purpose that can be realised by several
physical implementations. Describing models at lower
levels requires specifying and choosing between possible
physical implementations. When new technology and
alternative solutions appear, relevant models are
developed that describe the new physical implementation.
The method ensures traceability in terms of intentions and
highlights which assumptions each safety requirement is
based on.

The following section provides the necessary theoretical
background and describes the proposed method. Section 3
presents a case study where the proposed method is
applied, initially on station-keeping systems for marine
surface vessels. The case study illustrates the method and
describes each step in more detail. In Section 4, the
proposed method is evaluated in the light of results and
experience from the case study and, finally, the work is
concluded in Section 5.

2. METHOD

The method presented in this section consists of two phases:
the first phase deals with how to develop a generic safety
requirement hierarchy for a family of systems (such as
station-keeping systems for marine vessels) and the second
phase deals with how to utilise and adapt the generic
requirement hierarchy to specific systems or subsets of the
family of systems (such as DP systems). The method
proposed in this paper is based on the following theory.

2.1 THEORETICAL FOUNDATION

STPA is a method for hazard identification and hazard
control based on the Systems-Theoretic Accident Model and
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Processes (STAMP)-framework. Successful application of
the method has been reported in several industry domains
(Periera et al., 2006, Blandine, 2013, Young and Nancy,
2013, Ishimatsu et al., 2014, Rosewater and Williams, 2015,
Adesinaetal., 2017, Mahajan etal., 2017). In STAMP, safety
is considered as a control problem (Leveson, 2011b).
Previous work has demonstrated that STPA is a method that
is well suited to identifying hazards and for deriving safety
requirements for advanced maritime vessels, such as DP
vessels (Abrecht and Leveson, 2016, Rokseth et al., 2017,
Rokseth et al., 2018). It is also well suited to developing a
traceable hierarchy of requirements because it focuses on
identifying hazardous scenarios. The safety requirement
intention can be linked back to potential system accidents
through the hazardous scenario they are intended to prevent.

The system under consideration is modelled as a
hierarchical control structure, where controllers, control
responsibilities, control actions and feedback signals are
identified, along with the control topology of the system
and process model variables. A process model is a
controller’s “mental model” of the system or controlled
process. It represents a controller’s understanding, belief,
or perception regarding relevant states in the system and
its environment and how to affect them, if possible.

Next, the system accidents (events that involve losses
(Leveson, 2011b)) and system hazards (system states that
will result in accidents under worst case environmental
conditions (Leveson, 2011b)) are identified. The wide
definition of accidents in STPA may include problems that
are traditionally not considered as being safety problems,
such as security (Young and Nancy, 2013, Williams, 2015).

The next step is to identify potentially Unsafe Control
Actions (UCAs) that may result in hazardous system
states. Leveson (2011b) defines four generic ways that a
control action may result in a hazard: a necessary control
action is not provided; an unsafe control action is
provided; a control action is provided too early or too late
or in the wrong sequence; and a control action is applied
for too long or not long enough.

When UCAs have been identified, STPA proceeds to
identify scenarios that may cause the UCAs by examining
each relevant control loop to see whether any parts of it
can cause the UCA.

2.2 DERIVING AND ORGANISING SAFETY
REQUIREMENTS

The two phases of developing a generic requirement
hierarchy and utilising and specialising it, are presented in
the following section. The structure of a requirement
hierarchy is presented in Figure 1. As illustrated, the
ultimate purpose of the safety requirements is to make sure
that unsafe control does not occur. Scenarios of violation
are scenarios in which a safety requirement can be
violated. In the safety requirement hierarchy, scenarios of
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violation branch out from the safety requirements. Safety
requirements aimed at avoiding the scenarios from
occurring are defined for each scenario of violation.

Unsafe control action
to avoid

Safety requirement 1 oo Safety requirement N
o
[ ]
°
Scenario of oo e Scenario of
violation 1.1 violation 1.M

Safety oo o Safety
requirement requirement
1.M.1 1.M.P

[ ] [ ]

[} °

[ ] [ ]

Figure 1: The structure of a requirement hierarchy.

2.2 (a) Phase 1 — Developing a Generic Safety
Requirement Hierarchy

The method for developing a generic safety requirement
hierarchy can be outlined in five steps, as illustrated in
Figure 2. A generic requirement hierarchy includes safety
requirements for a family of systems. A “family of
systems” means a group of systems with similar
capabilities achieved through different means. It may
refer, for example, to types of maritime vessels with
similar performance characteristics (e.g. offshore supply
vessels) or maritime vessels with station keeping
capabilities. A “generic” requirement hierarchy means
that all requirements and scenarios in the hierarchy are
applicable to all members of a given family of systems.

In Step 1, a basic model is developed. Description of the
physical implementation level should be avoided to keep
the model generic for the intended family of systems.
Hence, the model must be described at a high level of
abstraction. The modelling process involves determining
a control topology, identifying basic control actions and
identifying process model variables. Step 1 determines
which specific systems the requirement hierarchy can be
adapted and utilised for later. The basic system model
should be documented by means of figures, tables, and
natural language or by whatever means appropriate.

Step 2 is to determine system-level accidents and hazards.
A collision is an example of a system-level accident for a
ship. Violation of some minimum distance of separation
to an obstacle is an example of a system-level hazard that
may cause a collision. The third step deals with identifying
unsafe control actions. These can be developed by
combining the basic control actions identified in Step 1
with the generic modes of unsafe control presented in the
previous section and combinations of states of process
model variables. In Step 4, safety requirements are
identified to control or avoid unsafe control actions or
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scenarios. Step 5 identifies scenarios in which the safety
requirements can be violated. Steps 4 and 5 represent an
iterative process where new safety requirements are
identified for scenarios of violation. This iterative process
is continued until reasonable scenarios of violation cannot
be formulated without making additional assumptions
regarding system implementation.

Phase 1

Step 1: Develop a
basic system model

Y

Step 2: Identify system
accidents and hazards

Y

Step 3: Identify UCAs

Y

Step 4: Identify
safety requirements

Y

Step 5: Identify
scenarios of violation

Generic safety Basic system
requirement hierarchy model

Y Y

Phase 2

Figure 2: Steps to develop a generic safety requirement
hierarchy.

Phase 1

Generic safety Basic system
requirement hierachy model

Y Y

Phase 2

Step 1: Refine

A
model if necessary o
Step 2:Formulate < OR

scenarios of violation

Y

Step 3: Formulate
safety requirements

Adapted safety requirement hierarchy

Figure 3: Steps to utilise and adapt a generic safety
requirement hierarchy.
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2.2 (b) Phase 2 — Utilising and Adapting the Generic
Safety Requirement Hierarchy

The generic safety requirement hierarchy, which results
from Phase 1, is applicable for a family of systems. The
objective of Phase 2 is to utilise and adapt the generic
requirement hierarchy to derive more detailed
specifications for a system. Figure 3 presents the steps for
this second phase.

The generic requirement hierarchy, along with a basic
system model from Phase 1, is input to this phase. Phase 1
is finished when it is not possible to formulate new
scenarios of violation without making assumptions about
the physical implementation of the system. Making
refinements to the basic system model by specifying
physical implementation, typically enables scenarios of
violation to be formulated. In the second phase, such
refinements to the basic system model are made as
necessary to formulate scenarios of violation. This
corresponds to the first step in Figure 3.

The iterative process of formulating safety requirements
and scenarios of violation is continued in Steps 2 and 3,
and the generic safety requirement hierarchy is extended
with refined requirements. When a scenario of violation
cannot be formulated without further specifying physical
implementation, the basic model can be refined. As new
scenarios and safety requirements are identified, different
requirements and scenarios will be associated with
different sets of assumptions, regarding the physical
implementation of the system.

3. CASE STUDY: STATION KEEPING

The method explained in the previous section has been
applied to an example system for illustration and
evaluation. The case study is designed to highlight i) how
a basic system model can be used to develop a generic
safety requirement hierarchy, ii) how this hierarchy can be
specialised, and iii) how new technology may affect
system safety by making safety requirements inapplicable
or inadequate and how this can be addressed.

The case study starts by considering maritime surface
vessels capable of station keeping. Station keeping refers
to the function of restricting horizontal excursions and
providing directional control of the surface vessel, in line
with the definition in Moan (2009). Examples of how
station keeping may be conducted include DP systems,
mooring systems and tug-assisted station keeping. A
maritime surface vessel refers to any ship or floating
construction, such as a mobile offshore drilling unit. A
generic requirement hierarchy is made for “maritime
surface vessels capable of station keeping”, using the steps
from Phase 1. Next, the generic requirement hierarchy is
adapted and specialised by assuming that station keeping
is performed by means of DP. First, it is assumed that the
DP system is powered by a traditional diesel-electric
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power system. The current technological trend is to equip
new vessels with other, more versatile types of power
systems (Miyazaki et al., 2016). The case study illustrates
how a requirement hierarchy that was specialised for DP
vessels with traditional diesel-electric power systems, can
be adapted to DP vessels with battery-enhanced diesel
electric power systems.

3.1 PHASE 1 - DEVELOPING A GENERIC
HIERARCHY OF SAFETY REQUIREMENTS

3.1 (a) Step 1. Developing the Basic System Model

The common way of modelling control structures in STPA is
to base the control hierarchy topology on the physical layout
of the system under consideration. This is convenient if the
analysis is conducted at a level of abstraction where specific
control entities are defined. When developing a basic system
model however, this may not be the case, because the basic
system model should be representative of all possible
implementations of a family of systems. If a typical DP
system topology is used to represent a station-keeping
system, it will not apply, for example, to vessels where station
keeping is performed by means of a mooring system. In a
basic system model, basic control functions can be collected
into control entities based on features such as the level of
authority and whether they are distributed or local control
functions, making an abstract representation of the control
structure. For example, a control function aimed at engaging
or disengaging a vessel from an operation being conducted,
must be issued from a controller with relatively high authority
and it must be distributed throughout the vessel. At even
higher levels, control actions are aimed at coordinating the
efforts of several vessels.

External
TLVC Pl
Positioning
system
Y Disturbing
Physical process forces
-

(marine vessel)

Figure 4: Control structure diagram for station keeping of
marine surface vessel.

The basic control hierarchy (presented in Figure 4)

includes the following entities:

*  The Top Level Vessel Control (TLVC) is an entity
responsible for strategic and distributed control tasks
on a marine vessel. It does not represent a physical
entity, such as a computer control system or a vessel
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officer, but rather it represents a collection of high-
level control functions.

* The positioning system is a generalised, physical
implementation that enables station keeping; it
constitutes the “station-keeping actuator”.

* The physical process represents the controlled
process, i.e. the motion of the vessel.

An example of a basic control action for TLVC is
"terminate work in progress". How work is terminated
depends on the operation that is conducted. A mobile
offshore drilling unit may cut or retrieve the drill string
and disconnect the riser from the well. For a diving
support vessel with divers in the water, terminating work
may refer to retrieving divers from the water.

Examples of relevant process model variables for the
TLVC are presented and described in Table 1.
“Disturbing forces” refers to the forces imposed by wind,
waves, current and, in some cases, from the work being
conducted (such as forces acting on a winch). “External
input to TLVC” may refer to weather forecasts,
procedures and instructions from shore or other vessels or
installations.

Table 1: Process model variables for the station-keeping
model
1D Process variable Description
PV-1 Station keeping TLVC's belief regarding the
capability/precision relationship between external
forces and the ability of the
system to maintain the vessel
at station at given levels of
precision
Expected weather conditions
during the rest of the operation
and their effect on the station-
keeping capability
The level of precision
necessary for the work
currently taking place
PV-4 Safety-critical work Whether safety-critical work is
being conducted
PV-5 Operational mode  How is the positioning system
and configuration of configured and in which
the positioning operating modes is it
systems operating?

PV-2 Future weather
conditions

PV-3 Necessary station
keeping precision

3.1 (b) Step 2. Identifying System-Level Accidents and
Hazards

The next step is to define system accidents and hazards
that should be avoided. Guidelines for this step can be
found in Leveson (2011b). Relevant accidents are, for
example, damage to equipment used to conduct the work
in progress, collision of the vessel with fixed structures or
terrain, and collision of the vessel with other vessels. A
hazard that may result in any of these is:

* H-1: Loss of station-keeping capability or the

required precision while work is conducted.
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3.1(c) Steps 3 to 4. Identifying UCAs and Safety
Requirements

UCAs that can result in the specified hazard can be found
by considering each possible control action together with
the generic modes of unsafe control, described in Leveson
(2011b) and summarised in Section 2.1. The process
model variables can be used to specify the context in
which the control actions may be unsafe. In this case
study, we consider the control action "terminate work in
progress" together with the generic mode of unsafe control
“a necessary control action is not provided”. A context in
which this is unsafe is identified by considering the
process model variables PV-1, PV-3, and PV-4 from
Table 1 (station-keeping precision is not sufficient while
safety critical work is taking place). Combining this, a
UCA becomes:
e UCA-1: Work in progress is not safely terminated
before the station-keeping capability or the required
station-keeping precision is lost.

A safety requirement for this is found by re-phrasing

UCA-1 as:

* R-1: Work in progress must be safely terminated
before the station-keeping capability or the required
station-keeping precision is lost.

3.1(d) Steps4 to 5. Refining Safety Requirements
through Scenario Identification

Scenarios of violation are identified by examining all
relevant control-loops for the controller under
consideration, to see if any part of the control loops can
lead to unsafe control. Safety requirements are identified
to prevent hazardous scenarios. Examples of scenarios of
violation for safety requirement R-1 are:

SoV-1: Weather forecast did not provide warning of
deteriorating weather conditions in time for work in
progress to be terminated safely.

SoV-2: TLVC incorrectly concludes that performance of
the positioning system is adequate by evaluating
position feedback, when in fact position feedback has
frozen and station keeping is performed less precisely
than required.

SoV-3: TLVC does not choose to terminate work in
progress due to economic or other pressures, even
though the station keeping performance is
approaching an inadequate level of precision.

SoV-4: TLVC overestimates the system capability
and therefore does not initiate termination of work in
progress in time when external forces are increasing
and approaching system maximum capacity.

SoV-5: TLVC reconfigures the positioning system to
a state in which it is not capable of performing
adequate station keeping because TLVC is unaware
that the reconfigured state will not be able to perform
as required.

SoV-6: TLVC is not aware of how much time is
needed to terminate work in progress and therefore
issues the command to terminate work in progress too
late, when the system is approaching maximum
capability.

SoV-7: Component failure or other sudden change in
the positioning system renders the positioning system
unable to perform station keeping with the required
performance, leaving insufficient time to safely
terminate work in progress.

SoV-8: An abnormal wave, a gust of wind, or drift ice
suddenly forces the vessel out of position.

SoV-9: External force from work in progress
suddenly forces vessel out of station.

SoV-10: The control action to initiate termination of
work in progress has not been relayed or is not
followed by the responsible party.

work in progress

component

not needed
----- R-7.1.2.1...

compensate for the additional disturbance

SoV-7: Component failure or other sudden change in the positioning system renders the positioning system
unable to perform station keeping with the required performance, leaving insufficient time to safely terminate

e R-7.1: The positioning system shall be robust against single failures. No single component failure
shall result in station keeping disruption or inability of the positioning system to maintain the
vessel at station with the required precision before work in progress has been safely terminated

~-SoV-7.1.1: An active component stops working and station keeping capability or the required precision
is lost while the system is being reconfigured to a state where it can operate without the lost

----- R-7.1.1.1: Reconfiguration shall occur automatically and immediately upon failure and without the
need to start or otherwise activate systems that cannot immediately be put into function

-- SoV-7.1.2: An active component stops working and station keeping capability or the required precision
is lost because the system cannot be reconfigured to a state where the lost component is

----- SoV-7.1,3: Control over an actuator in the positioning system is lost such that it starts creating
disturbing forces rather than balancing forces. Station keeping capability or the required
precision is lost because the actuator is not deactiviated and remaining actuators cannot fully

Figure 5: Excerpt from a generic requirement hierarchy for station keeping
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Figure 5 shows a few iterations of the scenario of violation
SoV-7.  No assumptions about the physical
implementation of the system have been made, except for
those defined in the basic system model. It is difficult to
formulate further scenarios of violation for the safety
requirement R-7.1.1.1 without making new assumptions
regarding system implementation. We therefore proceed
to Phase 2.

3.2 PHASE 2 — UTILISE AND ADAPT THE
GENERIC SAFETY REQUIREMENT
HIERARCHY

3.2 (a) Model Refinement Step

The basic system model can be refined according to specific
assumptions regarding the physical implementation to enable
the formulation of new scenarios of violation. Model
refinements can be performed by refining the control
hierarchy, defining more precise control actions, or defining
additional process model variables for controllers. This
means that the basic system model, describing maritime
vessels capable of station keeping, is refined into a more
specific model, which describes a maritime vessel capable of
performing station keeping by means of a DP system. This
model (maritime vessel capable of station keeping by means
of DP) is, in turn, refined into two alternative physical
implementations to satisfy the function electrical power
generation, i.e. a traditional diesel-electric power system and
a battery-enhanced diesel-electric power system.

Station keeping by means of DP: A refined control
hierarchy is illustrated in Figure 6. The actuator system, in
the basic system model referred to as the positioning
system, has been refined into a thruster system and a
power system. Additionally, the physical process has been
refined into work in progress and vessel motion, where
“work in progress” refers to the work process that is being
conducted (i.e. the reason why the vessel is performing
station keeping) such as diving, crane operation or
drilling. The vessel motion is affected by forces from the
thruster system, environmental forces, and forces induced
by the work in progress. Sufficient amounts of power must
be available for the thruster system to produce the required
forces. The maximal amount of power that can be
immediately provided under a given configuration is
referred to as the available power.

Some relevant process model variables for TLVC in this
model are “available power” and “load demand”. An
example of refined control responsibility is that TLVC is
responsible for configuring the thruster system and the
power system.
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Figure 6: Control structure diagram for station keeping by
means of DP.

The traditional diesel-electric power system: A
common type of power system for DP vessels is a diesel-
electric power system (Adnanes, 2003). Diesel generators
transform mechanical energy from a diesel engine into
electrical energy that is distributed over an electrical bus.
The electrical distribution supplies power for thrusters and
other consumers. The configuration of the power
distribution is controlled by means of various power
switches.

Figure 7 shows a control structure for a traditional diesel—
electric power system, as described above. Some process
model variables that are relevant for TLVC in this model
are listed in Table 2.

TWVC

: | :

Activate DG Load demand on each DG
Deactivate DG Total load demand
Configure power  Current configuration
distribution of power distribution

Y y |

Distributed
power control

| }

Activate DG
- Load demand each DG
Deactivate DG Available DGs

Open/close circuit A
breakers Circuit breaker states
Load sharing control

Y

- Physical power system

Thruster
system

El. power

Figure 7: Possible control structure for a diesel-electric
power system for a DP vessel.
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Table 2: Additional process model variables for TLVC
for DP-vessels powered by diesel-electric power systems.

Process model variable Description

Worst case failure The failure that most severely
affects the power system’s
ability to produce power

Load condition for each How much power is produced

diesel generator by each active diesel generator

Maximal Continuous The maximum power output

Rating (MCR) for each  that can be produced

diesel generator continuously by each diesel

generator

The largest potential loads step

that may reasonably be

expected to occur for each

active generator (e.g. in the

event of the failure of another

generator)

The largest sudden load step

each diesel generator may

handle without sustaining a

severe drop in frequency

Potential load step

Tolerable load step

The battery-enhanced diesel-electric power system: In
recent years, batteries have become feasible power
supplies for marine propulsion. One example is the
employment of batteries to let diesel engines operate at
optimal loading conditions (in terms of minimising their
specific fuel consumption), by charging or discharging
batteries and starting and stopping a diesel generator
accordingly. Another function of batteries is to serve as
"spinning reserves" as an alternative to running additional
diesel generators to satisfy safety requirement R-7.1.1.1.
We will refer to diesel-electric power systems where
batteries can serve one or more of these functions, as
"battery-enhanced diesel—electric power systems".

The control hierarchy presented in Figure 7 is also suitable for
representing battery-enhanced diesel-electric power systems,
if we include the physical batteries in the ‘“Physical power
system” and assume that the controller “Distributed power
control” also controls the batteries. It is necessary however, to
add the following process model variables to the TLVC: “state
of charge for each battery”; “power output for each battery”;
“estimated time left to full discharge”; and “safe operating
area” (i.e. limitations on rates of charge and discharge to limit
battery temperature). New control actions must also be
defined. First, TLVC must choose operating strategies and
decide how to employ batteries and diesel generators. Second,
the control entity named “distributed power control” must
connect and disconnect batteries and control the charge and
discharge rates, such that the batteries behave in a manner that
is suitable for the desired operating modes.

3.2.(b) Refining Safety Requirements Through Scenario
Identification

Using the assumptions developed for station keeping by
means of DP, scenarios of violation are identified for
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safety requirement R-7.1.1.1 in Figure 5. One of these is
presented in Figure 8, with two associated safety
requirements. Two scenarios of violation are identified for
the first of these, one of which assumes a traditional diesel
electric power system, and the other applies to all DP
vessels. One scenario of violation is identified for the latter
safety requirement. This one is also based on the
assumption of a traditional diesel-electric power system.
The safety requirements, scenarios of violation and
underlying assumptions are presented in the figure. Thus,
Figure 8 shows examples of the safety requirements
applicable to all vessels that can perform station keeping,
for vessels that can perform station keeping by means of
DP, and the safety requirements specific to vessels that use
traditional diesel-electric power systems to perform
station-keeping by means of DP.

Now let us consider a case where a DP vessel outfitted
with a battery-enhanced, diesel-electric power system is
to be designed. In this case, the assumption of a
traditional diesel-electric power system is not valid and,
therefore, the safety requirements in the dark grey areas
in Figure 8 (i.e. those based on the assumption of a
traditional diesel-electric power system) may not be
applicable and do not ensure safety. The simplest way to
update the safety requirements hierarchy in Figure 8, so
that they are applicable to and ensure the safety of the
new system, is to replace these requirements with
requirements derived from the model assumptions
formulated for battery- enhanced diesel-electric power
systems. Using the model assumptions derived for
battery-enhanced diesel-electric power systems, new
appropriate scenarios of violation and safety constraints
are identified and presented in Figure 9.

4. RESULTS AND DISCUSSION

4.1 RESULTS COMPARED TO CURRENT
REQUIREMENTS AND STANDARDS

To evaluate the results from the case study, we consider
the similarities and differences between the safety
requirements found in the case study and the requirements
navigation, manoeuvring and position keeping (DNV-GL,
2018). The results from the case study are compared to
requirements for DP equipment classes 2 and 3 (in IMO,
1994), and the corresponding class notations because
“DYNPOS(AUTR)” or “DPS(2)” and vessels that satisfy
“DYNPOS(AUTRO)” or “DPS(3)” in (DNV-GL, 2018),
found in the IMO’s guidelines for vessels with DP systems
these requirements are usually required for safety critical
operations. Table 2 shows the extent to which the safety
requirements for station keeping by means of DP for
vessels equipped with traditional diesel—electric power
systems (presented in Figure 8), are represented in DNV-
GL (2018) and IMO (1994). Table 3 shows that some of
the safety requirements are present in all three sources, but
the method proposed in this paper also reveals and
specifies additional requirements.
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------ R-7.1.1.1: Reconfiguration shall occur automatically and immediately upon failure and without the
i need to start or otherwise activate systems that cannot immediately be put into function

P

- SoV-7.1.1.1.1: Reconfiguration cannot occur immediately because a component failure
that reduces the power available for the thruster system, or that in some other way

reduces the capacity for thrust generation, occurs such that the thruster system is not
able to adequately balance the disturbing forces

- R-7.1.1.1.1.1: The DP system should include a consequence analysis function, which continuously
verifies that the DP system will be able to maintain the vessel at station with the required
precision after the occurrance of the worst case failure

- &

-

S5o0V-7.1.1.1.1.1.1: The available power in the event of occurrance of the worst case failure is
estimated based on the MCR for all diesel generators assumed to be able to provide power
in this event. The diesel generators are not able to take up a sudden load at a sufficently fast

rate, even though it is within MCR, and under-frequency, and in the worst case, blackout
occurs.,

- R-7.1.1.1.1.1.1.1: The consequence analysis function shall take maximal load step and

load rate limitations for diesel generators into account when evaluating the station-
keeping capability after worst case failure

-~ R-7.1.1.1.1.1.1.2: The power control shall be able to limit the power consumption of the
thrusters when thrusters are overloading the system

--SoV-7.1.1.1.1.1.2: The TLVC remains unaware that adequate station-keeping may not be
possible after occurrance of the worst case component failure because a certain component
fallure is Incorrectly assumed to be the worst case component failure when it actually is not

R-7.1.1.1.1.1.2.1: The worst case component failure design intention based on specified
redundancy groups shall be stated, and all the relevant technical system configurations

shall be specified. Only redundancy design intents that are verified by approval and testing
can be incorporated in the consequence analysis function

—- R-7.1.1.1.1.2: The power available for station keeping should be sufficient to maintain the vessel
at station with the required precision after occurrance of the worst case failure

—--SoV-7.1.1.1.1.2.1: A failure that may propagate, such as short circuit, or failure that
results in overload or overspeed of all diesel engines, occurs and results in full blackout

R-7.1.1.1.1.2.1.1: The power system should, during safety critical work, be divided into
two or more systems such that in the event of failure of one system, at least one system
remains in operation. A sufficient number of diesel generators must be spinning to ensure
sufficient available power immediately in the remaining systems after failure of one system

Legend

Based on assumptions
from the station keeping
model (phase 1)

Assumes station keeping Based on assumptions from
by means of DP system the diesel-electric power
(phase 2) system model (phase 2)

Figure 8: Excerpt of a safety requirement hierarchy for descendants of safety requirement R-7.1.1 for DP vessels with
traditional diesel-electric power systems.
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- SoV-7.1.1.1.1: Reconfiguration cannot occur immediately because a component failure
that reduces the power available for the thruster system, or that in some other way

reduces the capacity for thrust generation, occurs such that the thruster system is not
able to adequately balance the disturbing forces

R-7.1.1.1.1.1: The DP system should include a consequence analysis function, which continuously

verifies that the DP system will be able to maintain the vessel at station with the required
precision after the occurrance of the worst case failure

-1~ SoV-7.1.1.1.1.1.1: The consequence anaysis function includes batteries in the estimated rem-
i aining power supply after occurrance of the worst case failure. They can, however, only pro-
vide the required power for an insufficient amount of time

R-7.1.1.1.1.1.1.1: The consequence analysis function shall take the state of charge of
the batteries assumed to be remaining after worst case failure into account. If battery
power is intended as part of the power balance after occurrance of the worst case failure,
they must at least be able to provide the requried power for as long as it takes to safely
terminate the work in progress

-1 SoV-7.1.1.1.1.1.2: Battery power is included in the power that is assumed available after the

worst case failure. Due to e.g. rise in battery temperature, the maximal battery power output
is reduced such that available power becomes inadequate after worst case failure

R-7.1.1.1.1.1.2.1: Possible variations in safe operation area shall be accounted for by the

conseguence analysis function when including battery power in the assumed available
power after worst case failure.

-~ $oV-7.1.1.1.1,1.3: The available power from diesel generators is not immediately available
i because they are in a low-load condition and cannot take up load sufficiently fast

R-7.1.1.,1.1.1.3.1: Batteries shall be able to smooth load steps for diesel generators
L SoV-7.1.1.1.1.1.3.1.1: There are no battery power available after worst case failure
----- R-7.1.1.1.1.1.3.1.1.1: The consequence analysis function shall take maximal load

step for diesel generators into account when batteries are not available for
smoothing the load step

b R-7.1.1.1.1.1.3.1.1.2: The power control shall be able to limit the power
consumption of the thrusters when the thrusters overlaod the power system

SoV-7.1.1.1.1.1.4: The TLVC remains unaware that adegate station-keeping may not be
i possible after occurrance of the worst case component failure because a certain component
failure is incorrectly assumed to be the worst case component failure when it actually is not

R-7.1.1.1.1.1.4.1: The worst case component failure design intention based on specified
redundancy groups shall be stated, and all the relevant technical system configurations

shall be specified. Only redundancy design intents that are verified by approval and testing
can be incorporated in the consequence analysis function

R-7.1.1.1.1.2: The power available for station keeping should be sufficient to maintain the vessel
i at station with the required precision after occurrance of the worst case failure

e SoV-7.1.1.1.1.2.1: A failure that may propagate, such as short circuit, or failure that
results in overload or overspeed of all diesel engines, occurs and results in full blackout

R-7.1.1.1.1.2.1.1: The power system should, during safety critical work, be divided into
two or more systems such that in the event of failure of one system, at least one system
remains in operation. A sufficient number of diesel generators must be spinning, or

batteries must be available to ensure sufficient available power immediately in the
remaining systems after failure of one system

Legend ) . ) Based on assumptions from
Based on assumptions from Assumes station keeping .
) ! the battery-enhanced diesel-
the station keeping model by means of DP system -
electric power system model
{(phase 1) (phase 2} (phase 2)

Figure 9: Excerpt of a requirement hierarchy for descendants of safety requirement R-7.1.1 for DP vessels with battery-
enhanced diesel-electric power system
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Safety requirement R-7.1.1.1 states that reconfiguration of the
positioning system should occur automatically and
immediately upon failure without the need to start or otherwise
activate systems that cannot immediately be put into function.
Similar requirements are found in IMO (1994) and DNV-GL
(2018). The difference is that where we specify that it should
not be necessary to start or activate “systems”, IMO specifies
that there should be no need to start or activate “redundant
equipment” and DNV-GL uses the term “machinery” in the
same context. The difference here is that R-7.1.1.1 is more
general, including, for example, software and not just physical
equipment and machinery.

Safety requirement R-7.1.1.1.1.1.1.1, which states that the
maximal load step for diesel engines should be taken into
account by the consequence analysis function, is covered by

neither DNV-GL (2018) nor IMO (1994). The reason for this
may be that it is too impractical. Instead, DNV-GL (2018)
requires that the power control shall be able to limit the power
consumption of the thrusters when thrusters are overloading
the system (i.e. equivalent to R-7.1.1.1.1.1.1.2). Note,
however, that this is not a perfect solution because full motion
control will be lost while the thruster system is limited. If
safety requirement R-7.1.1.1.1.1.1.1 is not implemented in
the class rules because it is too impractical, this is clearly a
point in favour of the battery-enhanced system, for which this
does not appear as a problem in the analysis.

Unlike the class rules and the IMO’s requirements, the
requirement hierarchy developed in this paper provides
full traceability of the intention of each safety requirement
through the scenarios of violation.

Table 3: Safety requirements derived in the case study for DP vessels with traditional diesel-electric power systems and
comparison with existing requirements from IMO and DNV-GL.

Safety requirements

R-7.1: The positioning system shall be robust against single
failures. No single component failure shall result in station

Covered by IMO circ. 645 Covered by DNV-GL
(IMO, 1994) (DNV-GL, 2018)

4.1.2 (General
arrangements — General

2.2.2 (Equipment classes)

keeping disruption or inability of the positioning system to requirements)
maintain the vessel at station with the required precision before 2.2.3 (Equipment classes)  4.3.1 (General
work in progress has been safely terminated. 4.3 (Operational arrangements -
requirements) Redundancy)
R-7.1.1.1: Reconfiguration shall occur automatically and 3.1.4 (General) 4.3.3 (General
immediately upon failure and without the need to activate arrangements —
systems that cannot immediately be put into function. Redundancy)

R-7.1.1.1.1.1: The DP should include a consequence analysis
function, which continuously verifies that the DP system will be Computers)

3.4.2.4 (DP-control system — 6.13.1.1 (Control
systems — Consequence

able to maintain the vessel at position with the required precision analysis)

after the occurrence of the worst-case failure.

R-7.1.1.1.1.1.1.1: The consequence analysis function shall take No No

maximal load step and load rate limitations for diesel generators

into account when evaluating the station-keeping capability after

worst case failure.

R-7.1.1.1.1.1.1.2: The power control shall be able to limit the =~ No 8.1.2 (Power systems -
power consumption of the thrusters when thrusters are General)

overloading the system.

8.8.4 (Power systems —
Power management)

R-7.1.1.1.1.1.2.1: The worst-case component failure design No
intention based on specific redundancy groups shall be stated,

and all the relevant technical system configurations shall be
specified. Only redundancy design intents that are verified by
approval and testing can be incorporated in the consequence
analysis function.

4.2.2 (General
arrangement —
Redundancy and failure
modes)

R-7.1.1.1.1.2: The power available for station keeping should be 3.2.5 (Power system)
sufficient to maintain the vessel at station with the required
precision after occurrence of the worst-case failure.

No

R-7.1.1.1.1.2.1.1: The power system should, during safety
critical work, be divided into two of more systems such that in
the event of failure of one system, at least one system remains in
operation. A sufficient number of diesel generators must be
spinning to ensure sufficient available power immediately in the
remaining system after failure of one system.

3.2.3 (Power system)

Refers to 3.2.3 IMO
(IMO, 1994) (Power
system — General)

©2019: The Royal Institution of Naval Architects
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4.2 FEATURES OF THE HIERARCHICAL
STRUCTURE

The main challenge when introducing flexibility, with
respect to new physical implementations by updating sets
of safety requirements, is that safety is a system property
(Leveson, 2011b). Safety is an emergent property that is
affected by the interactions between components and
functions in a system. It is therefore not simply a matter of
identifying a set of additional safety requirements
associated with the new physical implementation and
removing those associated with any replaced physical
implementations. Unlike most ways of organising
requirements, this paper does not organise requirements
according to a system—subsystem-component or function—
sub-function (i.e. structural or functional) arrangement. A
requirement that is enforced, for example, on the thruster
system is not, as in (DNV-GL, 2018) or (IMO, 1994),
found under a subdivision referred to as a “thruster
system”, or under “requirements to generate thrust”.

Instead, the hierarchies are organised according to safety
concerns, in terms of how scenarios may violate safety
requirements. This is important because whenever new
technology is introduced, the implications to safety may
propagate across functional or structural sub-divisions.
Replacing a certain physical implementation to achieve
some purpose in a different way, may put new restrictions
on how a different function can be realised. By tracing
which assumptions the safety requirements are based on
in a specialised requirement hierarchy, it is possible to
identify which safety requirements must be adapted to
accommodate a change by observing which assumptions
are not compatible with the change.

A reasonable question to ask is whether the method of
updating safety requirements actually covers all new
hazards that are introduced by a new technology, when
changing a physical implementation. The approach is
based on top-down reasoning and produces a set of safety
requirements, branching out from each hazardous
scenario. These safety requirements will ensure that the
scenario cannot occur as long as the safety requirements
are not violated. Any safety requirement at a lower level
addresses a part of the problem of satisfying a safety
requirement at a higher level, but at an increased
resolution. This means that as long as the safety
requirements at the top level are all satisfied, the system is
considered to be safe (in terms of the defined system
accident). To ensure compliance with the top-level safety
requirements, it is necessary to ensure that all of the lower-
level requirements are satisfied. Any changes in the
physical implementation of the real system may cause the
real system to become incompatible with some of the
safety requirements in the specialised hierarchy. Due to
the top-down approach, safety concerns emerging as a
consequence of a new physical implementation should
manifest as an incompatibility between system
assumptions and the actual system. This is only true as
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long as new potential system level accidents or hazards are
not introduced.

Safety concerns relating to a new type of technology may
not be addressed in a requirement hierarchy (generic or
specialised) if they are not related to any of the already
existing system accidents. In this case, an entirely new
safety concern is introduced to the system, for example, a
radiation hazard for a system where this has not been a
concern previously. As such, it may be relevant to
consider if any new potential system accidents have been
introduced when updating or adapting a requirement
hierarchy.

The internal structure of a set of safety requirements is not
necessarily the best way of presenting them to users, such
as system designers and test engineers. The structure
presented in this paper is aimed at making adaptations and
implementing changes as effectively as possible.
Structures, such as those in DNV-GL (2018) and IMO
(1994), on the other hand, while not supporting adaptation
and implementation of change, are suitable, for instance,
for a test engineer who is responsible for verifying a power
system or for an engineer designing a power system.

43 CERTIFICATION AND VERIFICATION OF
NEW TECHNOLOGICAL SOLUTIONS

The method proposed in this paper can be a feasible way
of developing and maintaining class rules. Class rules
address classes of systems (denoted “family of systems”
in this paper), such as ships of a certain type. The method
provides safety requirements with a documented intention
and a systematic way of updating and altering the
hierarchies when new technology appears.

The approach proposed in this paper can be integrated into
other proposed approaches, such as IMO’s GBS-approach
(IMO, 2011). Failure to satisfy the functional
requirements defined in the GBS-approach can be defined
as system accidents. Both generic and detailed safety
requirements can be derived, as demonstrated in this
paper. Nunez Sanchez (2016) proposed to perform a risk
analysis on each vessel to show compliance with the
functional requirements of the GBS approach. While the
motivation in Nunez Sanchez (2016) is to introduce
flexibility in satisfying the functional requirements, the
downside is the significant costs associated with analysing
each vessel. By using the approach proposed in this paper,
the flexibility is retained, but without the cost of
conducting a full-scale analysis for each system
development project. Instead, only the relevant parts of a
requirement hierarchy could be updated, as illustrated in
Figure 8 and Figure 9. Furthermore, the safety
requirements may constitute a basis for certification and
verification of new technological systems, as it provides
and documents a detailed and visible process justifying
each safety requirement.
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5. CONCLUSION

Ensuring the safety of advanced maritime vessels, such as DP
vessels, is becoming an increasingly challenging task.
Although improved verification techniques, such as
hardware in the loop (HIL)-testing, have become available
for DP vessels, new techniques for developing requirements
that ensure safe design and operation, yet allowing for
flexibility, are needed. One challenge, in particular, is that
identical DP vessels are rarely built, if ever. Still, certification
of vessels is based on verification of relatively prescriptive
requirements that are common to a class (or family) of
vessels. While this simplifies some of the challenges related
to verification, it also makes the application of new enabling
technology, new solutions, and general innovation more
difficult, because these innovations may not be compatible
with the prescriptive requirements.

This paper presents a method that can be used to elicit safety
requirements and verification objectives based on an
adapted version of STPA. The paper proposes a method
where a generic safety requirement hierarchy for a family
of systems can be developed. The requirement hierarchies
can be adapted for specific technological systems. The
motivation for starting the analysis process at a generic
level, instead of analysing specific systems from the
beginning, is that it allows organisations to re-use the
generic hierarchy and only make adaptions for each specific
system, saving work effort. Adaptations can be made for a
subset of a family of systems. As such, further adaptations
that are made for each member of that subset will require
less work than adaptions from the generic hierarchy.

The adaptations that can be developed for specific systems
can be used to specify more detailed safety requirements
that are easier to relate to actual design choices. The method
proposed in this paper can be employed by organisations
that commonly verify systems within defined families of
systems, where specific hierarchies can be developed for
standard systems, and adaptations can easily be made
afterwards, when a novel system is encountered.

Further work includes conducting a more comprehensive
case study. One interesting research objective of further
study would be to evaluate, in detail, the adaptations made
in the class rules of various classification societies to
accommodate the use of batteries in combination with
diesel generators for propulsion of advanced offshore
vessels. This can be achieved by comparing the
adaptations made by the classification societies with those
identified in a comprehensive case study.
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